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Introduction to Azure Active Directory (Azure AD)
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• Microsoft’s cloud-based IAM

• Used by M365 & Azure & 

thousands of 3rd parties

• Multiple authentication options

• Usually objects synced from on-

prem AD (=hybrid identity)
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Cyber Kill chain
What the adversaries must complete in order to achieve their objectives

Adopted from Lockheed Martin Cyber Kill Chain® framework

@DrAzureAD
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Attack paths
Adversaries may use multiple attack vectors
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OWASP top 10 Web 
Application 
Security Risks 2021

1 Broken Access Control 

2 Cryptographic Failures

3 Injection 

4 Insecure Design

5 Security Misconfiguration 

6 Vulnerable and Outdated Components 

7 Identification and Authentication Failures 

8 Software and Data Integrity Failures 

9 Security Logging and Monitoring Failures 

10 Server-Side Request Forgery 

Risks related to 

Azure AD identities



Hybrid Authentication Options

* Supports seamless single sign-on
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Cloud

(Hybrid) Cloud Security
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• Enumerate authentication options target organisation is using

• Find valid accounts / domains

• Don’t leave traces

Reconnaissance goals

@DrAzureAD
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• Admin & hacking toolkit for Azure AD & Microsoft 365

• Open source:

• https://github.com/gerenios/aadinternals

• https://aadinternals.com/aadinternals

• MITRE ATT&CK

• https://attack.mitre.org/software/S0677/

AADInternals

@DrAzureAD
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• https://aadinternals.com/osint

• Gathers basic OSINT information 

using various Azure AD APIs

• Tenant name/id

• Default domain

• SSSO & CBA status

• Number of domains

• Domain names

• Domain details (type & STS)

AADInternals online OSINT tool

@DrAzureAD
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• Get-AADIntLoginInformation

• User/domain login information, including domain type & 

Seamless SSO (Desktop SSO)

• Get-AADIntTenantID

• Azure AD Tenant ID of the given domain

• Get-AADIntTenantDomains

• List all domains of the tenant of the given domain

• Invoke-AADIReconAsOutsider

• All of above + DNS records

Basic Azure AD OSINT
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https://www.secureworks.com/research/azure-active-directory-exposes-internal-information
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• A tool to help users analyse and fix problems connecting MS cloud 

services

• SaRA performs checks for the local computer, but also to cloud 

using API calls.

• The API endpoints used by SaRA allowed extracting certain details 

of any user and any tenant 😈

Microsoft Support and Recovery Assistant (SaRA)
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Diagnostics API endpoint
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Source: Secureworks
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Source: Secureworks
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Diagnostics API endpoint fix

@DrAzureAD

Source: Secureworks

• Access to other users’ info denied

• All analyser ids invalidated

https://twitter.com/DrAzureAD


Diagnostics API cloudcheck endpoint
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Source: Secureworks
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Diagnostics API cloudcheck endpoint

@DrAzureAD

Source: Secureworks

UserUpn & UserSmtpEmail

not validated..

AffectecUser not validated...

DirSyncCheck not fixed..

https://twitter.com/DrAzureAD


Diagnostics API cloudcheck endpoint

@DrAzureAD

Source: Secureworks

Synchronization status message Description

Directory Synchronization (or) password Synchronization is enabled 

for your tenant: <redacted>

Directory synchronization is enabled and working 

normally

Active Directory Synchronization or Password Synchronization 

needs to be enabled for your tenant: <redacted>. This is something 

your Office 365 administrator can fix.

Directory synchronization is not enabled

Your tenant <redacted> password Synchronization server hasn't 

successfully synchronized with Office 365 in the last three hours. 

The last time it synced was 9/23/2020.

Directory synchronization is enabled but has not 

been successfully synchronized after the listed date

Your tenant <redacted> directory Synchronization server hasn't 

successfully synchronized with Office 365 in the last three hours. 

The last time it synced was 1/1/0001.

Directory synchronization is enabled but has never 

been successfully synchronized

Your tenant <redacted> directory synchronization service 

account <redacted>@<redated>.onmicrosoft.com password is 

expiring in 11 days. This is something your Office 365 administrator 

can fix.

Directory synchronization is enabled and working 

normally, but the password of the account used for 

synchronization is expiring soon

https://twitter.com/DrAzureAD


Commerce API

@DrAzureAD

Source: Secureworks

• API for partners to get details of other MS partners

Partner status not checked, 

returns information for any tenant

Address information

Tenant creator (=Global Admin) 

details. Can’t be viewed/changed 

in the portal..

https://twitter.com/DrAzureAD


• Partner Information:

• Must be an admin from a partner organisation

• The target tenant must be a partner organisation

DirSyncCheck & Commerce API fixes
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Azure AD adoption/usage statistics

Fortune 500 *

Has Azure AD Tenant 441 88 %

Has federated domains (n=441) 293 68 %

Uses Seamless SSO (n=441) 118 27 %

Top Universities (n=2000) *

Has Azure AD Tenant 1892 95 %

Has federated domains (n=1892) 293 28 %

Uses Seamless SSO (n=1892) 258 14 %

Finnish municipalities (n=302)

Has Azure AD Tenant 301 100 %

Has federated domains (n=301) 78 26 %

Uses Seamless SSO (n=301) 94 31 %

Finland 500

Has Azure AD Tenant 492 98 %

Has federated domains (n=492) 160 35 %

Uses Seamless SSO (n=492) 191 39 %

* Syynimaa, N. (2022). Exploring Azure Active Directory Attack Surface : Enumerating Authentication Methods with 

Open-Source Intelligence Tools. In J. Filipe, M. Smialek, A. Brodsky, & S. Hammoudi (Eds.), ICEIS 2022 : Proceedings 

of the 24th International Conference on Enterprise Information Systems : Volume 2 (pp. 142-147). SCITEPRESS 

Science And Technology Publications. https://doi.org/10.5220/0011077100003179

@DrAzureAD

https://doi.org/10.5220/0011077100003179
https://twitter.com/DrAzureAD


Thank you! 

Questions?
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